
ENCRYPTION AS A CORNERSTONE OF THE GDPR
»A basic precondition for conformity and compliance.«

Arguments for the use of conpal LAN Crypt by data protection officers:
With conpal LAN Crypt, access to files and directories can be defined centrally, role-based and persistently. In 
this way, companies from SMEs to enterprise organizations can ensure that sensitive data in the company is 
handled in a GDPR-compliant manner. The solution also supports reporting and documentation requirements 
to prove that only authorized employees have access. In the event of loss of data worthy of protection, the use 

of encryption can save work and minimize fines.
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conpal LAN Crypt enables rule- and role-based, granular encryption of files and directories. The solution also 
documents who had access at which point in time. This enhances the security of vulnerable data. Data protec-

tion officers can ensure and document that only authorized users have access.

 Would you like to learn how    works?
Learn more at lancrypt.conpal.de. We would also gladly demonstrate how to enable role-based access to files.

Please get in touch with us at SalesSupport@conpal.de or +49 (0) 6102 751 98-77.

Appropriate security of the personal data and protection from  
unauthorized access (Art. 5(1))
Personal data must be protected against unauthorized or unlawful processing »using  
appropriate technical or organizational measures.«
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Documentation of compliance with access requirements (Art. 5(2))
Data protection officers must be able to demonstrate protection against unauthorized or  
unlawful processing. For this purpose, the continuous documentation of the access by  
authorized persons is necessary.

Records of processing activities (Art. 30(1))
Data protection officers must maintain a list of persons who have or have had access to 
sensitive data. Continuous documentation is also required for this. 

Appropriate, state-of-the-art security measures (Art. 32(1))
Data protection officers need to implement state-of-the-art measures for protecting data. 
Encryption is specifically recommended for this.

No requirement of personal data breach notification to the data subject (Art. 34(3a))
If unauthorized persons gain access to sensitive data, data protection officers are obliged 
to inform the aggrieved parties. This requirement does not apply if the data was encrypted.

Lower administrative fines for infringements (Art. 83(2))
The GDPR provides for significant fines for violations. When assessing these fines, measures 
to mitigate the harm to data subjects - such as data encryption - are explicitly taken into 
account to reduce the penalty.
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